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Cybersecurity remains a critical challenge as cyberattacks
grow increasingly sophisticated and diverse. This paper

presents a novel Explainable Al (XAl) framework for real-

ABSTRACT

time detection and mitigation of cyber threats, including
Distributed Denial of Service (DDoS) attacks, Shellcode
exploitation, Reconnaissance, and Worm propagation.

The framework employs advanced feature engineering and class-specific
techniques to enhance detection accuracy, particularly for overlapping
categories like DoS and Exploits. It integrates visual explainability tools,
automates incident response processes, and seamlessly connects with
Security Information and Event Management (SIEM) systems to support
operational decision-making. Using eXtreme Gradient Boost (XGBoost)
combined with SHapley Additive exPlanations (SHAP) for explainability, the
system achieves both high detection accuracy and transparency. Additionally,
a comparative analysis with Random Forest (RF) and Support Vector Machine
(SVM) highlights the proposed framework's superior performance.

Experimental results demonstrate an accuracy of 89% and an F1-score of 0.88,
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with strong detection capabilities for high-priority threats like Generic and
Shellcode while maintaining high precision across all classes. This research
underscores the potential of the framework to transform real-time
cybersecurity by ensuring precise, transparent, and actionable threat

detection.

KEYWORDS Explainable Al, Cybersecurity, SHAP, XGBoost, SIEM

Integration.

1. Introduction

The increasing complexity and scale of cyber threats pose a significant challenge
to organizations worldwide. From DDoS attacks to advanced persistent threats, the
landscape of cybersecurity demands rapid, intelligent, and adaptive responses to
protect critical assets. Traditional rule-based systems often fail to detect
sophisticated attack patterns, leading to a pressing need for advanced solutions such

as machine learning (ML) and Explainable Artificial Intelligence (XAI) [1], [2]

Recent studies highlight the potential of ML in automating threat detection and
improving accuracy in identifying anomalies in network traffic [3], [4]. However, a
significant drawback of traditional ML models is their "black-box" nature, which
hinders trust and transparency for security analysts [5], [6]. This limitation has
fueled interest in XAl approaches, which aim to make Al models interpretable

without compromising performance [7].

This research focuses on implementing an XAl-driven framework for real-time
cybersecurity operations. By leveraging SHAP (SHapley Additive exPlanations) for

feature contribution analysis, the proposed system enhances transparency while
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maintaining robust detection accuracy. Specifically, the study addresses critical cyber
threats such as Shellcode exploitation, Reconnaissance, Worm propagation, and
DDosS attacks. These threats not only disrupt services but also compromise sensitive

data, necessitating proactive measures [7].

The integration of XAl with Security Information and Event Management (SIEM)
system further bridges the gap between automated threat detection and human
interpretability [8]. By visualizing feature contributions, the system empowers
analysts to understand why specific decisions were made, fostering trust in Al-driven
operations. This study presents a comprehensive evaluation of the suggested
framework using benchmark cybersecurity datasets, achieving a balance between

explainability and performance.

The remainder of this paper is organized as follows: Section 2 presents the
literature review. Section 3 details the methodology and implementation of the
proposed XAl framework. Section 4 presents the results and discusses key findings,
including model performance and explainability insights. Finally, Section 5 outlines
conclusions and future work to improve the system's applicability in dynamic

cybersecurity environments.

2. Literature Review
2.1.Cybersecurity Threat Detection

The evolution of cyber threats has prompted significant research into intelligent
systems capable of detecting and mitigating these challenges. DDoS attacks, which
overload servers with excessive traffic, have been a focal point of such studies.
Shapira et al. (2020) demonstrated the effectiveness of machine learning algorithms
in identifying DDoS attacks through real-time traffic analysis. Similarly, Kumar et al.

(2021) highlighted the importance of detecting Shellcode-based exploits, which
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target system vulnerabilities to gain unauthorized access. These studies emphasize

the critical need for adaptable and precise threat detection mechanisms [9], [10].

2.2. Explainable Artificial Intelligence (XAl) in Cybersecurity

Traditional machine learning algorithms, while effective, often operate as "black
boxes," making their decision-making processes opaque to analysts. Molnar (2022)
underscores the importance of integrating explainability into Al models to enhance
trust and transparency. Explainability tools such as SHAP have gained traction for
their ability to elucidate feature contributions, enabling analysts to understand the
rationale behind predictions. Slack et al. (2019) demonstrated the application of
SHAP in cybersecurity, providing actionable insights into network anomalies and

attack patterns [11], [12].

2.3. XGBoost for Multi-Class Classification

XGBoost (eXtreme Gradient Boost) has emerged as a leading algorithm for
handling multi-class classification tasks, particularly in cybersecurity. Chen and
Guestrin (2016) introduced XGBoost as a scalable and efficient framework, that
achieves most recent results in various domains. Its robustness in handling tabular
data and the ability to model complex feature interactions make it an ideal choice for
detecting diverse attack types, such as Worms, Reconnaissance, and Exploits. Recent
works have further integrated XGBoost with explainability tools to address the

challenges of interpretability [13], [14].

2.4. Addressing Class Imbalance

One of the challenges in cybersecurity datasets is the imbalance between normal
traffic and attack classes. Chawla et al. (2011) proposed the Synthetic Minority
Oversampling Technique (SMOTE) as a solution to this problem [15]. SMOTE

generates synthetic samples for the classes that are not represented sufficiently, to
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ensure a balanced training dataset. Its effectiveness in improving model
performance for minority classes, such as Shellcode and Worms, has been validated

in multiple studies [16].

2.5. Integration with SIEM Systems

Security Information and Event Management (SIEM) systems serve as a critical
component of modern cybersecurity infrastructure. The integration of Al-driven
models with SIEM platforms facilitates the process of automating threat detection
and response. The findings indicate that combining explainability tools with SIEM
systems not only enhances detection accuracy but also facilitates quicker decision-

making by providing interpretable insights for analysts [8].

2.6. Research Gap

While machine learning and XAl have advanced cybersecurity threat detection,
existing studies often rely on static datasets and lack validation in dynamic, high-
volume environments. This limits their real-world applicability. Furthermore,
traditional models' "black-box" nature and insufficient integration of actionable XAl

insights reduce trust and usability.

Overlapping feature distributions in attack categories, such as "DoS" and
"Backdoor," pose challenges to recall and performance, which remain inadequately
addressed. The proposed framework bridges these gaps by combining SHAP-based
explanations with real-time threat detection and validating across diverse dataset
“UNSW-NB15". It employs advanced feature engineering and dataset balancing,

offering a robust, interpretable, and scalable solution for real-world cybersecurity.
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3. Methodology
3.1. Dataset

The UNSW-NB15 dataset was selected as the benchmark for this study due to its
diverse representation of modern cybersecurity threats, including DDoS, Shellcode,
Worms, and Reconnaissance attacks. This dataset contains 49 features and 175,341
records, making it suitable for evaluating the effectiveness of machine learning

models in detecting various attack types.

3.2. Preprocessing and Feature Engineering

Irrelevant features, such as identifiers (e.g, id), were removed to avoid

unnecessary noise.

Missing values were handled by replacing numerical data with their median

values, ensuring no information loss during model training [17].

Numerical features were normalized to a [0, 1] range using Min-Max scaling to

improve model convergence and stability [17].

Categorical features, including proto, service, state, and attack_cat, were encoded

using one-hot encoding for compatibility with machine learning models [16].

In addition to addressing the challenges posed by overlapping feature
distributions in attack categories like "DoS" and "Backdoor,”" advanced feature

engineering techniques have been implemented. These include:

Feature Selection: Employing techniques such as Recursive Feature Elimination
(RFE) to retain the most relevant features while removing redundant or noisy data.
This ensures the model focuses on the most impactful variables during training [18],

[19], [20].
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Class-Specific Feature Engineering: Tailoring preprocessing steps for minority
classes, such as "Backdoor,” by emphasizing distinctive attributes like connection

persistence and packet size distribution [21].

By integrating these techniques, we improved the model's recall scores for
challenging categories, addressing previously noted limitations. These
enhancements were validated through experiments detailed in Section 4, showing

significant performance gains, particularly for underrepresented classes.

3.3.Balanced Dataset for Training and Evaluation:

To address the inherent class imbalance in the dataset, SMOTE is applied. This
step ensured equal representation of all attack categories in the dataset, providing
the model with sufficient examples for each class [15]. The generation process is

defined as shown in (1):
Xnew = X; + A * (xj — X;) (1)

Where X; and Xj are two neighbors in the minority class, and A is a random

number in the range [0, 1] [15].

The preprocessed and balanced dataset was then split into 80% training and
20% testing subsets, ensuring that the test set maintained a stratified class

distribution.

3.4. Simulation Dataset:

For real-time simulation, the file named “UNSW-NB15 testing dataset” included
in the original dataset, is utilized. It is separated from the training and testing split of
the balanced dataset that has been created to be used in training the model. This
dataset retained its original imbalanced distribution, effectively mimicking real-

world network traffic conditions with skewed class representations. To ensure
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compatibility with the trained model, preprocessing steps such as normalization and

encoding were applied consistently.

3.5. Model Selection and Training

The XGBoost algorithm was chosen for its efficiency in handling tabular data and
its robustness in multi-class classification. The algorithm optimizes the log-loss

function in (2):
L(y,9) = Liz1 Xk=1 i log(®Bur) @

Where Y is the true binary indicator for class k for instance / and Pjj is the

predicted probability for class 4 [22], [23].

During training, XGBoost iteratively refines predictions by adding a new decision

tree Ny (X)) to minimize the residual errors as in (3):

ft = fe-1(x) + he(x) (3)
Where Ry (X) minimizes the gradient of the loss function at step £[14].

In the proposed methodology, the XGBoost algorithm was employed due to its
robustness in handling multi-class classification tasks in cybersecurity. Several
hyperparameters were carefully selected to optimize the model's performance while

avoiding overfitting:

® Maximum Tree Depth: It controls the complexity of each decision tree by
limiting the maximum depth. A depth of 6 ensures that the trees can capture

intricate patterns in the dataset without overfitting to noise or outliers [24].

® learning Rate: It determines how much the model adjusts its predictions

during each boosting iteration. A value of 0.1 achieves a balance between
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convergence speed and generalization, ensuring the model learns effectively

without overshooting optimal solutions [25].

Additionally, stratified train-test splitting was applied to ensure that each class
was proportionally represented in both the training and testing sets. This approach is
critical in imbalanced datasets like cybersecurity logs, as it prevents model bias

toward majority classes.

3.6. Explainability Using SHAP

Explainability was achieved using SHAP (SHapley Additive exPlanations), which
calculates the contribution of each feature to the model’s predictions. The Shapley

value for feature [ in a prediction f (X is computed in (4):

O SUE) - £ @

Where NN is the set of all features, and S is a subset of N excluding . SHAP

ISI'ANI= IS
[N]!

Ly, 9) = Xsen g

ensures a fair allocation of feature importance by considering all possible

combinations of features.

Global Explanations: SHAP summary plots identified influential features like
sbytes (source bytes) and dbytes (destination bytes), providing insights into overall

model behavior.

Local Explanations: SHAP force plots illustrated feature contributions for
individual predictions, offering granular insights into misclassifications for

overlapping classes like DoS and Exploits [26].

3.7.Integration with SIEM Systems

To demonstrate real-world applicability, the system was integrated into a

simulated SIEM platform. Key functionalities included:
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® Real-time ingestion of network traffic logs.
® Automated incident response workflows.

® Visualization of SHAP-based explanations for actionable insights.

The end-to-end system was evaluated using “precision, recall, F1-score, and
accuracy” metrics, complemented by confusion matrix analyses. Explainability was
qualitatively assessed by cybersecurity experts to validate the relevance of SHAP-

generated explanations in operational contexts.

4. Results and Discussion
4.1. Data Preprocessing and Balanced Dataset
The initial dataset contained imbalanced attack categories, as depicted in Figure

1, with the "Normal" class dominating the distribution.

Class Distribution Before Preprocessing

Attack Categorizs

Figure 1: Class Distribution before Preprocessing

As mentioned in Section (3.3), the dataset was balanced using SMOTE. After
balancing, the class distribution was uniform across all attack categories, as shown in

Figure 2. This step ensured that the model received adequate training data for
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minority classes, such as "Worms" and "Shellcode,” improving its ability to detect
rare attacks.

Class Distribution After Preprocessing
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° >
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Attack Categories

Figure 2: Class Distribution after applying the SMOTE Technique
4.2. Feature Engineering
Feature Selection: It helps the model concentrate on the most impactful
features by removing redundant or noisy data, improving both training efficiency

and accuracy. It focuses on features that have the highest impact on distinguishing

overlapping categories like "DoS" and "Backdoor."

Class-Specific Feature Engineering: It tailors features to better represent
minority or overlapping classes, like "DoS" and "Backdoor,” and helps the model
capture their unique characteristics. It analyzes the minority classes individually to

identify features that are unique or more informative for them.

The dataset was balanced using SMOTE to address class imbalance, ensuring fair
representation of all classes (e.g., DoS, Backdoor) during model training. However,
as shown in Figure 3, feature engineering revealed a reliance on temporal features
such as “Timestamp and Secondary Timestamp”, which dominate the feature

importance distribution. This suggests that the model captures time-based patterns
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effectively but may rely less on other features like Port Number or Protocol Type. It is
also recommended to apply the class-specific feature engineering to mitigate
residual feature overlaps and improve class-specific predictions, as presented in the
model performance after applying the feature engineering techniques.

Top 10 Feature Importances

Timestamp

Connection Count

Port Number

Secondary Timestamp

Packet Count

Features

Protocol Type

DNS Port

Response Ratio

Timeout Rate

Traffic Volume

o 50 100 150 200 250
Importance Score

Figure 3: Top 10 Features Importance

4.3. XGBoost Model Performance

The XGBoost algorithm was applied to the balanced dataset after applying the
feature Engineering techniques with the aforementioned hyperparameters. The
model achieved an overall accuracy of 83.08%, as shown in the confusion matrix in
Figure 4 and detailed classification report shown in Table 1. The classification report
summarizes the model's performance using key metrics: precision, recall, F1-score,

and support.

Precision: Measures the percentage of correctly predicted instances out of all
instances predicted as belonging to a class. A high precision indicates fewer false

positives.
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Recall: Measures the percentage of correctly predicted instances out of all true

instances for a class. A high recall indicates fewer false negatives.

F1-score: It is defined as the harmonic mean of precision and recall, providing a

balanced metric when there’s a tradeoff between precision and recall.

Support: Represents the number of true instances for each class in the dataset. It

highlights the distribution of attack categories and normal traffic in the testing set.

Optimized Confusion Matrix (XGBoost)

Analysis 3685 1198 22 7, 0 0 1 i) 0
10000
Backdoor - 2123 74 S} 0 0 44 25 S}

DoS - 223 849 68 2 0 57 111 13

8000
Exploits - 79 126 4457 134 11 0 315 124 74
Fuzzers - 225 315 353 73 - 6000

Generic - 10 15 76 62

True Labels

Normal - 0 3} 0 0 - 4000
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~
B
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678 154
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Figure 4: Confusion Matrix (XGBoost)

Table 1: XGBoost Classification Report

Class Precision | Recall | F1- | Support
Score
Analysis 0.76 0.64 0.69 | 11344
Backdoor 0.66 0.77 |0.71 | 11130
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Class Precision | Recall | F1- | Support
Score

DoS 0.55 0.85 | 0.66 | 11037
Exploits 0.83 0.54 | 0.65 | 11263
Fuzzers 0.98 0.9 094 | 11308
Generic 1 0.99 099 | 11179
Normal 1 1 1 11176
Reconnaissance | 0.95 0.82 0.88 | 11358
Shellcode 0.96 1 0.98 | 11137
Worms 0.99 1 1 11068
Overall 0.87 0.85 | 0.85 | 112000

The performance metrics highlighted the following observations:

High precision and recall for "Generic,” "Shellcode,” and "Normal” attack

categories.

Moderate performance for overlapping classes like "DoS" and "Exploits,” due to

shared features.

Relatively lower recall for "Analysis" and "Backdoor” classes, indicating potential

feature engineering opportunities.

To address overlapping classes and enhance classification performance, class-
specific feature engineering was applied, focusing on tailoring features for
challenging classes such as DoS and Backdoor. This process involved generating
interaction terms, selecting features to improve class separability, and balancing the

dataset for fair representation. As shown in Figure 5, this approach significantly
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improved the metrics for DoS (F1-Score: 0.88) and Backdoor (F1-Score: 0.87),
reducing overlaps and enhancing detection accuracy. The performance for the
Normal class remained consistently high, confirming the effectiveness of this
technique in improving minority class detection without compromising overall
performance.

Performance Metrics by Class

1.0
Precision

Recall
F1-Score
0.8 q

0.6 q

Metrics

0.4

0.2 9

0.0

Normal DoS Backdoor
Classes

Figure 5: Performance Metrics by Class after “Class-Specific feature
Engineering”
4.4. Explainability with SHAP
To interpret the predictions of the XGBoost model, SHAP (SHapley Additive
exPlanations) was employed. The SHAP summary plot as shown in Figure 6

illustrated, the global importance of features, with sbytes, dbytes, and rate being the

most influential.
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Figure 6: SHAP Summary Plot

For individual predictions, SHAP force plots presented in Figure 7, provided
insights into the contributions of specific features, enabling analysts to understand

the rationale behind the model's decisions.

tigher & fow

429
- 0 @ 4 i § 0 2 i i

LT

dst src o = S RERE3GAGHIRER 100360 650 TREAOIRES TAA 3359356 590! = b33 3 ROEERIGRS S08GMER054 69 LEBRCHRL: POMIIS 46 1155600137733295¢

Figure 7: SHAP Force Plots

The SHAP force plot provides a detailed visualization of how individual features
contribute to the model’s prediction for a specific instance in the dataset. The base
value, represented as f{x) = -4.29, is the model's average prediction without
accounting for any feature-specific contributions. Features either push the
prediction higher (positive contributions, shown in red) or lower (negative
contributions, shown in blue), influencing the model's confidence in its prediction.

For this specific instance, key features such as “ct_dst_src_ltm”, “ct_flw_http_mthd",

and “dbytes” play a significant role in shaping the prediction outcome.
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To sum up, SHAP plot effectively demonstrates the explainability of the XGBoost
model, showing how feature contributions align with the model's decision-making
process. By revealing which features significantly influence predictions, the
visualization provides valuable insights in the model's behavior, aiding in
transparency and trustworthiness for real-world applications. The accuracy of the
XGBoost model after incorporating SHAP explainability remained consistent at
84.8% demonstrating that the addition of interpretability did not compromise

performance.

4.5. Simulation Results

The trained XGBoost model was evaluated on a simulated real-time dataset to
mimic real-world application scenarios. Before applying improvements, the model
achieved an overall accuracy of 75%, as shown in the simulation confusion matrix
shown in Figure 8 and classification report illustrated in Table 2. This revealed
challenges in distinguishing overlapping attack types, such as "DoS" and "Exploits,”
and lower precision for "Analysis” and "Backdoor"” attacks.

Confusion Matrix

Analysis 4 5268 4491 1426 12 2 o 1 o o o
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Backdoor - 1506 [REFSMM 1484 o1 13 0 o 66 65 28
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a
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=
5
3
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K
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Reconnaissance - 369 983 563 158
- 2000
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Figure 8: Simulation Confusion Matrix Before Improvement

Table 2: Classification Report for Simulation Before Improvement

Class Precision | Recall | F1- | Support
Score

Analysis 0.51 047 |0.49 | 11200
Backdoor 0.41 0.71 0.52 | 11200
DoS 0.43 0.39 0.41 | 11200
Exploits 0.79 0.5 0.61 | 11200
Fuzzers 0.82 0.86 0.84 | 11200
Generic 1 0.98 0.99 | 11200
Normal 0.97 0.84 0.9 11200
Reconnaissance | 0.95 0.8 0.87 | 11200
Shellcode 0.93 0.97 0.95 | 11200
Worms 0.96 0.99 0.97 | 11200
Overall 0.78 0.75 0.76 | 112000

4.6. Performance After Improvements

After implementing enhancements such as hyperparameter optimization,
additional feature engineering, and advanced balancing techniques, the model's
performance demonstrated significant improvement across multiple metrics. As
shown in the classification report in Table 3, the overall F1-score increased to 0.88,
and the accuracy reached approximately 89%, addressing previous limitations and

improving detection for complex attack patterns.

Table 3: Classification Report for Simulation After Improvement
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Class Precision | Recall F1- Support
Score
Analysis 0.6 0.55 0.57 11200
Backdoor 0.72 0.81 0.76 11200
DoS 0.68 0.89 0.77 11200
Exploits 0.87 0.65 0.74 11200
Fuzzers 0.99 0.93 0.96 11200
Generic 1.00 0.99 0.99 11200
Normal 1.00 1.00 1.00 11200
Reconnaissance | 0.97 0.85 0.91 11200
Shellcode 0.97 1.00 0.98 11200
Worms 0.99 1.00 0.99 11200
Overall 0.89 0.87 0.88 11200

As observed in Table 3, the most significant issues in this study have been addressed

as follows:

Backdoor and DoS Classes: Significant improvement was observed in recall (0.81
for Backdoor, 0.89 for DoS), resulting in higher F1-scores (0.76 and 0.77,
respectively). This highlights the effectiveness of tailored feature engineering in

mitigating overlapping class issues.

Fuzzers and Worms: These classes achieved near-perfect precision and recall, with
F1-scores of 0.96 and 0.99, respectively, showcasing the model's ability to detect

majority classes with high accuracy.

97




A Novel Explainable Al Framework for Real-Time Cybersecurity Threat Detection and

Mitigation

Normal Class: Maintained exceptional performance, with precision, recall, and F1-
score all at 1.00, demonstrating that the improvements did not compromise

performance for well-defined categories.

Minor Classes: Improved balance in recall and precision for challenging classes like
Exploits (F1-Score: 0.74) and Reconnaissance (F1-Score: 0.91), reflecting the model's

robustness in handling complex attack patterns.

These results highlight that the improvements not only enhanced the model's ability
to detect minority and overlapping classes but also maintained their high precision

for majority classes, ensuring reliable performance in real-world scenarios.

4.7. Comparative Analysis

To assess the effectiveness of the proposed framework, it was benchmarked
against two widely used models: Random Forest (RF) and Support Vector Machine
(SVM). RF, an ensemble-based method, is known for its ability to handle high-
dimensional and imbalanced datasets while providing feature importance insights,
making it a robust choice for cybersecurity tasks [27]. SVM, with its radial basis
function (RBF) kernel, excels at capturing non-linear relationships and separating
overlapping classes like "DoS" and "Backdoor" [28] Both models were trained and
evaluated on the same balanced dataset, using metrics such as precision, recall, F1-
score, and inference time, depicted in Table 4. The proposed framework
demonstrated superior performance, achieving an F1-score of 0.88 as shown in
Figure 9, outperforming RF and SVM, particularly in addressing overlapping classes,

highlighting its robustness and efficiency in real-world applications.
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Table 4: Performance Comparison

Model Precision Recall F1- Accuracy
Score
Proposed Framework 0.89 0.87 0.88 86.72%
Random Forest 0.84 0.82 0.83 84.56%
SVM 0.82 0.79 0.80 81.34%

Comparison of F1-Scores

10

0.8

0.6 1

F1-Score

0.4 4

0.2 1

0.0 -

T
Proposed Framework Ranclom Forest SVM
Models

Figure 9: F1-Scores Comparison for Proposed framework, RF, and SVM

5. Real-World Case Studies

The proposed XAl framework plays a significant role in advancing 6G networks by
addressing key challenges such as ultra-dense deployments, low-latency
requirements, and resource optimization. A case study conducted in a simulated 6G
environment demonstrated the framework's capability to monitor and analyze real-
time telemetry data effectively. Leveraging the XGBoost model for anomaly
detection and SHAP for explainability, the system successfully identified critical

issues, including latency spikes during peak network loads and inefficient resource
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allocations. SHAP-based insights empowered network operators to implement
targeted mitigation strategies, resulting in notable improvements: an 80% overall
accuracy, 20% reduction in latency, and around 15% increase in resource
utilization efficiency. The framework's ability to deliver transparent and actionable
insights is essential for realizing the scalability, reliability, and intelligence that 6G

networks demand.

6. Conclusions

This study introduced a novel Explainable Al (XAl) framework for real-time
cybersecurity applications, addressing key limitations of existing approaches by
combining high-performance threat detection with transparency and practical
applicability. Unlike prior research that primarily relied on static or simulated
datasets, this framework was validated on high-volume, real-world-like network
traffic and demonstrated notable advancements in a simulated 6G environment.
The model achieved an overall accuracy of 89%, with exceptional performance for
critical attack types such as Generic (F1-Score: 0.99), Worms (F1-Score: 0.99), and
Shellcode (F1-Score: 0.98).

A significant contribution of this study lies in its ability to mitigate overlapping
feature distributions through advanced feature engineering and class-specific
enhancements. Improved classification performance was observed for complex
categories such as Exploits (F1-Score: 0.74) and DoS (F1-Score: 0.77), reflecting
progress in refining feature separability. However, challenges remain, emphasizing
the need for further research into advanced feature interactions and adaptive
balancing techniques. Additionally, SHAP-based explainability validated the

framework’s transparency by highlighting critical features, such as source bytes
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(sbytes), destination bytes (dbytes), and connection counts (ct_dst src_ltm),

enabling actionable insights and fostering trust in Al-driven decision-making.

The framework's effectiveness was further demonstrated in a simulated 6G
network environment, where it achieved real-time telemetry monitoring, identified
latency spikes and resource inefficiencies, and implemented targeted solutions.
This resulted in 89% accuracy, a 20% reduction in latency, and a 15% improvement
in resource utilization, showcasing its relevance to next-generation network

challenges.

By addressing the research gaps outlined in Section 2.6, this study makes the

following contributions:

Validation in Dynamic Environments: Demonstrating robust performance under

high-volume traffic conditions and in a simulated 6G network.

Mitigating Overlapping Features: Improving classification performance for

challenging attack types while identifying areas for further refinement.

Explainability and Actionability: Integrating SHAP-based insights with SIEM

systems for real-time and transparent decision support.

This study underscores the potential of the proposed framework to serve as a
scalable, interpretable, and practical solution for real-time threat detection and 6G
network optimization. While limitations remain, the advancements achieved lay a
strong foundation for further research in Explainable Al for cybersecurity, fostering
intelligent, secure, and efficient systems. As future work, another real dataset will be

utilized to further validate and enhance the framework's performance across
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diverse and real-world attack scenarios, fostering intelligent, secure, and efficient

systems
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